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A Technical Panel orn Electronic Records Management

(TP/REM), which was established by the Advisory Committee for the
Co-ordination of Information Systems (ACCIS), conducted a survey of
eXisting electronic records managemeat practices and standards
related to new information and communication technologies and their
interrelationships within the United Nations system. The focus is on
the management of electronic records rather than on electronic
management of non-electronic records, which is already well
established in many United Nations agencies. New issues are
identified, including how to assure both access to and security of
electronic records. This report presents the survey f.ndings for the
four main content areas addressed. The first part provides an
overview Of the roles of three electronic media--telr—, facsimile,

and electronic mail--in organizational information h

4dling systems;

the second part explores in more detail the special properties of
interactive computer-based information exchange among the responding
organizations that use electronic mail; the third part investigates
associated technology issues to learn whether there are commonly
emerging questions, problems, or solutions in the areas of hardware,

software,

storags

media, network architectures, or communication

protocols--&nd checks on potential standards for any of them; and the
fourth part explores existing policies, guidelines, and training
processes for electronic records management or strategies for their
development. Questions and answers from site visits to Rome and
Vienna and a list of the 36 agencies that responded to the survey

corclude the report.
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PREFACR

hed report, Relationshipa between electzonic anformation media and
QS _nanagemen pr 8 gl -}- R - : JLREVAS - N§ S
organizations, 1s part of the final report of the ACCIS Technical Panel on
Elactronic Records Management (TP/REM). The full report consists of four
sections, which are as follows:

. r g Q

The other three sections have been distributed separately (for the sake of
expediency) to ACCIS Focal Points fOr consideration prior to the S5th session of
ACCIS in September 1989. An Executive Suamary is being written, but will in all
probability ba available only at the Dbeginning of Ssptember. Wwith the
distribution of this document, Focal Points will have recsived all substantive
portions of the Panel's reporst.

The ACCIS Technical Panel on Electronic Records Management {TP/REM) was created
after the fourth session of ACCIS in September 1987, under the chairmanship of
Mr. Raichard Barry, Chief, Information Services Division, The wWorld Bank. The
Panel decided that it would be most sfficient to carry out its work programme
in three Task Groups, of which Group 3 was charged with conducting the survey.
Organizations were rapresented on Group 3 as follows:

Chair: United Nations Developaent Programme L. Schieber

Economic Commission for Latin Aserica

and the Caribbean W. Cabrera
United Nations Developaent Programse W. Dickins
Office of the United Nations

Disaster Relief Co-ordinator E. Cisnewacz
United Nations Educational, Scientific

and Cultural Organization ¥. Aidonid!
International Coaputing Centre H. Mackay

Group 3 was assisted in its work by a consultant, Ms. Tors Bikson of the Rand
Corporation.

Reprinted from ACCIS Technical Panel on Electronic Records Management, Fifth Session of ACCIS, 18-21 Sep-
tamber 1989, © 1990 by ACCIS. Reprinted by permission,
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ACCIS TECHNICAL PANEL ON ELECTRONIC RECORDS MANAGEMENT (TP/REN)

INTRODUCTION

1. The rapid evolution of electronic information and communication
technologies presents a significant challenge for archives and records
management in United Nations organizations. Traditional practices devised
primarily to handle paper-based rrcord saterial are not readily extended to
these new .media. Consequently, a Technical Panal on Electronic Records
Managemsnt (TP/REM) was established by ACCIS to consider how the new
technologies could best be accommodated for purposes of short-term efficCiency
of document control as well as long-tera preservation of information for legal
and historic purposes.

2. The goals of the panel were to develop guidelines and recommendations for
elect.onic archives and records managsmant practices as well as for technology
standards to facilitate :their implezentation. The panel also sought to
understand how the convergence of new technologies for Creating documents and
for transmatting them (as, for instance, with word processing and electronic
mail) affects archives and records managesent asthods. The survey reported
here was undertaken to generate an empirical base for these activities by
reviewing existing practices and standards within the United Nations systenm
related to new information and communication technologies and their inter-
relationships. Ic¢ was also aimed at identifying coason i1ssues or problems
which are emerging in these arsas and innovative approaches o their
resolution.

3. Finally, it 18 worth noting that the survey does not directly address
1ssues of cosputer-based support for the sanagement of paper records. That
1S to say, the panel’s focus 1s on nanagement Of electronic records rather
than on electronic management of non-slectronic records. Autosated records
managessnt in the latter sense is well satablished in many United Nations
agencies as a way of making the organization, storage and retrieval of paper
documents more efficient. Managing record material cstained in electronic
form,' on the other hand, requires attention to a host of nsw issues: when and
how to cipture and index online information; how to snable electronic files
to be shar-ad and usable, when material has been cresated in decentraliied
environzents and perhaps by hetsrogensous Software programs; how tO assure

1. Record material retained in electronic fors sight include, for example,
electronic text files, electronic data files, electronic mail, or
electronically captured images or voice. Questions of how to define and

identify slectronic records ace addressed in WM
a manual for policy developaent and iaplessntation (ACCIS 897018(B), rev.i))
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both access to and security of electronic records over time, and so on. Such
1ssues, which are far froa being resolved, constitute the pPanel’s concern.

PRCCEDURES

§. To provide an understanding of current practices related to electronic
archives and records managemsnt in the Unated Nations system, a survey of
member organizations was undertaken. Items for inclusion in the survey were
generated on the basis of discussion sessions with members of TP/REM as well
as a review of research literature on the introduction of electronic
information-handling media in organizations. Suggestions and feedback during
pilot trials with a draft instrument were incorporated in the final form of
the surv.ys (attached as Annex I).

5. The survey addresses four main content areas which are important to the
goals of TP/REN and which give a contaxt for interpreting and applying its
other products.?

The first part of the survey solicits an overview of the relative roles
of three eslectronic media--telex, facsimile, and electronic mail--in
organizational information handling systans.

Second, the survey explores in more detail the special properties of
interactive computer-based information exchange among responding
organazations which have introduced eslectronic mail.

Next, 1t investigates assoc:ated technology issues to learn whether
there are commonly emerging questions, problems or solutions in the
areas of hardware, software, storage media, network architectures, or
communication protocols--and especially to check on potential standards
for any of thes.

Last, it inquires about policies, guidelines, and training processes for
electronic records management, if any have been developed (and i1f not,
about strategies for developing thes in the future).

2 other reports froam the pansl focus on the devslopment of guidelines for
dealing with electronic records [ACCIS 89/018(b), rev.1] and on technology
standards to facilitate their management [ACCIS 89/018(c)]}, and provide a
glossary of relevant terss that nay make it sasier to communicCate about these
13sues with computer and records sanagesent professionals [ACCIS 89/018(a),
rev.gl. IOccu:runc. of such terms in this report follow the usage suggested
in the glossary.

Unfortunately, schedule constraints requizred the survey form to be distridbuted
woell before the coaglntion of other TP/REM products; as & result, its items
wordings do not reflect that work. The greatest difficulty for survey
preparation was naming its subject aatter. Blectzonic "record™ may be
interprated differently by data processing and records sanageaent staffs,
while “"document” is potentially too narrow to sncospass tha full rangs of
slectroniC information interchange; and substituting a lengthy ssnatence in
place of a short phrase would be unwieldy. Conseguently the survey used E*
as an abbreviation for its subject matter, which was defined for purposes of
that data collection procedure as referring to "electronic records in the
broadest sense; it can include electronic sail, electronic file transfer, and
electronic document crseation as well as voice and optical image processing.



§. Each content area cosprised both closed- and open-ended questions. Where
appropriate, the survey also requested that sample documsnts be attached :f
available (for instance., organization-wide standards feor information
technology or official instructions on the use of electroniC mail).

7. The survey was distributed to 16 organizations in the United Nations system
in March 1988. while ACCIS focal points were responsibie for returning tha
completed forms, an accompanying lstter from the Secretariat suggested that
gather:ng the desired information would probably require the co-operation of
both data processing and records management staff. Responsss were requested
in a month’s tame. Follow-up teiexes wera sSant to non-respondents after six
weeks, with subsequent follow-up done by telephone. Zventually 28
organizations, or 76 per cent of the total, responded to the survay; Annex II
lists the participating agencxes.J

8. As a rule, particapating organizations provided complets data for
standardized (closed-ended) items, contributing open-ended information only
when questions were relevant to recent experiences; when supplied, these
commaents wera very valuable. The TP/REM task group first tabulated and
examined standardized responses. Next, open-ended responses were reviewed and
synthesized. This material was used to help interpret standardized data,
yielding a better picture of how agencies are coping with technolegical change
from a records management perspective. More importantly, it served to
identify organizations currantly taking steps to forsulate records sanagenent
policies and practices with explicit reference to probless raised by new
electronic information media. Sits visits to a subset of thesm (discussed
below) generated more substantial exarples of how ageiCiss are approaching
solutions.

9. Succeeding sections of this raport discuss findings from the survey
organized by content area in the order presented above. Material from the
site visits 13 sumpmarized at the end.

MEDIA COMPARISONS: TELEX, FACSIMILE, ELECTRONIC MAIL

10. To construct a baseline picture or context for understanding new iSsues
in electronic records management, the TP/REM survey sought responses to
comparable questions about the handling of information in three electruonic
media: telex, facsimile (fax), and slectronic mail (e-mail).*® In principle,
a nuaber of other inforsstion exchange processes could have been included,
such as telephons calls and direct electronic data interchange (EDI). Wwhat
thess thres have in common besides being transmitted via telecomsunications
rnetworks is that, although rapad, they are asynchronous (unlike telephone) and
they are originated by and intended for human communicators {unlike m0st EDI
transactions).

3 The responses ars probably sven mors rspresantative of the United
Nations systes than the 70 percent respinse rats suggests. Many of the
agencies that did not complete and return s survey ars very saall ones, sone
of which indicate that they raly on electronic medis asde available to thes
by other agancies.

* suggested definitions for these terms are available in the glossary
[ACCIS 89/018({a), rev.1].
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11, Initisl sections of the TP/REM survey thus included parsllel items
inquiring about the use and management of sach medium. The rasponses are
sumsarized below,

TELEX

12. All agencies responding to the survey make use of telex (networked
teleprinters) for information exchange, although the volume of use varies
considerably among them., As Table ! shows, the daily number of telexes sent
per agency ranges from 1 to 8000, with an average of 552; figures for the
number recsived, though lower, are similar. Among the organizstions
reporting, the United Nations itself is the heaviest user ©f this nediunm.
Over the past two to three years, the volume of telex use has reaained
relatively stable. Predictions are for stable to slightly increasing volumes
of telex communication in the near future as well (see Table 2, below).

Table

DAILY VOLUME OF USE OF DIFFERENT MEDIA

Average Range
Telex {n=28)
Number sent: 582 1 - 8000
Number received: 447 ' - 68000
Fax (ne27)
Pages sent: 85 <1 - 500
Pages recsived: 83 <y - 500
E-mail {(ns18)*
Me3sages sent: 149 2 - 1500
Messages raceived: 148 2 - 1500

*Note: Of the 8 agencies, 5 replied "don’'t know" to the
question about number of messages sent and 6, to the question
about nuaber received.

5 pata provided by ACCIS focal points about numbers of coasunications
sant and received daily give a snapshot of sedia use At one point in tide (see
Table 1). Howesver, the figures should be assused to under-represent present
cosmunication voluse, since they are over a year o0ld. This caveat applies
especially to figures for fax and e-mail, since use of these asiia was
axpected to increase sharply in the near future (see Table 2). For instance,
the World Bank indicates that its use of fax increased fros 500 incoming and
outgoing pages per day at the time of the survey to 1000 incoming and 1500
outgoing about a year later. Its e-m3il traffic also incressed, but les-
dranatically (from 1500 a day to about 2000 a day, both :incoming ~.d4
outgoing), during that periocd.



13. Currently telex is a centralized activity. That is, 90 per cent of the
agencias responding to the survey characterized it in this way. In thase
organizations, all ocutgoing telexes are copied and/or indexed for a records
offich or cantral file. Incoming telexes are handled similarly in 80 per cent
of aguncies.

14. Future telex activily, howaver. 185 susceptible to decentralization and a
few organizations Aare taxing steps in this direction. The move 1is
facilitated by the introduction of local area networks, which could enable
indavadual staff nembers to send telexes directly from their own
workstations. The availability of cosputers (or fax equipsent) in such
agencies does not automatically msan that the level of telex activity waill
decrease, at least not in the immediate future. PFirst, even in agencies that
have introduced e-mail, the prepertion of individual mailboxes may continue
2o be relatively sasll for soma time. Second, telex is likely to remain the
only ssans of communicating with 3 mumber of fiald offices and other agancias
and organizations; this holds particularly for agencies that have extensive
communication with ramote sites,

FACSIMILE

15. All but one of the participating agencies have facsimile facilities (for
transmitting and receiving document i1mages). Reported in teras of nuabers of
pages, the daily volumes of fax coamunications sent and raceived are
essentially the same; as Table ! shows, the agency average is Just over 80,
with responses ranging from less than a page to 500 pages per day. Data froa
trend questions show that, in contrast to telex, fax activity has increased
rather sharply in the past two to three ysars. The same kinds of increases
are expacted for at least the next two or three ysars as well (sse Tabls 2).

Table 2
PAST AND FUTURE TRENDS IN NEDIA USE®
Response Xeans:

past 2-) years next 2-1 years

Telex: 3.0 3.1
rax: 4.6 4.6
E-natl: 4.1 4.7

*Note: After Qquestions about the volume of exchange in each
sedium, two parallel iteams asked about the trands. In the past
[or next] 2-3 years, had [or, would) it incrsase sharply,
increase aoderately, stay relatively stable, decreass soderately,
or decrease sharply? Responses were converted to 3-point scales,
where issharp decrease and Sspharp increass. All e-ap2il sites
responded to these items.
33 r ! g{
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16. Pax communication is a centralized activity for 84 per cent of the
agencies reporting. In these organizations, outgoing fax documents are
copied and/or indexed for 8 records office or file. About two-thards of them
handle incomsing fax documents in the came way. However, in the few agencies
that have decentralized fax communications, sSuch procedures are not
necessarily followed.

17. A number of organizations appear to be planning for the decentralization
of fax communications in the near term. TYacsimile is a relatively easy
medium to decentralize since fax machines are low in Cost, easy to install,
and easy to use. Fax boards are also available, allowing fax documents--like
telexes--to be sent from personal computers or workstations. In addition,
they can even be sent by telephone. Such factors are driving the burgeoning
use of fax outside the United Nations system as well as within it,

ELECTRONIC MAIL

18. Among agencies participating in the survey, about 70 per cent (18) report
the use of electronic mail, i1.e., the exchange of computer-based messages
over local or long-distance communications networks. In pranciple, messages
may be of any length and may include graphics and isages as well as text,
depending on network bandwidth and other technical properties of the systems
in use.® Of the organizations making use of this medium, about two-thirds
were able to provide data on their e-mail traffic (see Table 1); daily
averages for messages sent and received are just under 150, with volumes
ranging from 2 to 1500. All 18, however, responded to questions about usage
trends.

19. As Table 2 indicates, e-mail use has increased moderately 1n the last 2-3
years; the next 2-3 years are expected to bring increases in e-mail use that
ara at least as sharp as those projected for fax. Moreover, while current
users will rely more heavily on e-mail in the future, six of the eight
agencies who do not now have e-mail report plans to implement 1t in the near
term. (The only two agencies not now considering its introduction are based
in Nairobi and report both technical and practical constraints.)

20. These plans can be regarded as realistic because the requisite
infrastructure i1s largely 1in place; at least half the future adopters of e-
mail now have access tO communications networks and are already transferring

 None of the surveyed agencies report the use of voice messaging systems
or e-mail systems with capabilities for handling audio, video or image
content. Such systams, howaever, are currentliy available and in use outside
the United Nations system, in both local area and telecomnunications contexts.

i



other sorts of electronic records via these links.’ The most important issue
to be resolved before proceeding with e-mail implementation, these agencies
report, 1s how to assure full connectivity within the organization and
compatibility with communications systems in other United Nations
organizations. In contrast, among current users, other internal
organizational needs far outweighed connectivity concerns in e-mail system
decisions.

21. For present users of computer-based communications, outgoing e-mail
messages are automatically tagged and/or copied to a back-up file in over
half of the sites (59 per cent); about the same proportion (53 per cent)
report that incoming e-mail messages are handled similarly. Most often these
procedures are carried out when all communications are routed through a
centralized host computer (for instance, through the International Computing
Centre (ICC) system) which attaches a unique system-generated identifier for
each message and stores a back-up copy. Typically such processes have been
designed to meet technical support needs and have little or nothing in common
with indexing and copying practices carried out in the service of traditional
records management. for example, copies are not retained 1n a shared
siearchable file space and are not indexed by hey words. While system
identifiers might allow computer staff to restore a communication
unintentionally deleted by an individual, they are irrelevant to content and
represent only chronological organization among all the messages that pass
through the host computer. Furthermore, back-up files cannot be directly
accessed and searched Dy individuals or units wanting ¢to retrieve
electronically mailed ainformation.

22. A few organizations are planning or implementing new systeams that will
attempt to bring the two sets of procedures i1nto alignment (for examples., see
site visit reports). However, the sizeable proportions of responding
agencies who do not track outgoing or i1ncoming electronic messages and who do
not know the overall volume {(in contrast to responses for comparable telex
and fax gquestions) suggest that standard records management methods are not
easily applied to computer-based correspondence. Substantial implementaticn
problems in this area cited by TP/REM members, for example, hava to do with
development of online classification procedures, shared files among offices
and units (and between individuals), logical structure of information (as
well as file structure), and multi-level access security. Thus the extensicn
of well known records management principles to new electronic media should
not be assumed to be simple and straightforward in practice.

DISCUSSION
23. A maj)or conclusion to be drawn from the survey 1s that electronic

communications are increasing in volume in all media. while uses of e-ma:l
and fax grow rapidly, telex 1s expected to continue a3 gradual growth trend

7 A report from the ACCIS Technical Panel on Computer-supported
Telecommunications Services (TP/COM) provides evidence of the feasibility of
such plans [ACCIS 87/00S). It should be noted that survey dsia were collected
in spring-summer 1988. By now, some of the agencies who reported plans to
introduce e-mail may well have done $0; thus the number of agencies
represented as having e-mail in Table ' probably underestimates its actual
prevalerce. Similar caveats were offered in relation to data about da:ly
communication volumes reported above (see footnote § above).
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It 13 evident that the.e mediz supplement rather than supplant one anothe:.
{Wwhether and how taey may influence the use of ‘*slephone or praint
communication ace questions tnat lie outside the scope of work of this panel
but are well worth asking.)

24, Furthermore, ‘chese mediad appear to be heading for technclogical
zonvergence, in at least two respects. First, some orgarizations repcoct that
a telex or fax document i3 initially prepared by *h+ sender using a computer;
tren the document 1s either t-ansmitted direcily ur forwsrded to another
office for transmission, depending on the degree of decentralization of
equipment, authority, and records sanagement p»rocedures. Whether the
document 18 conveyed oy telex or fax--or remains an e-aail communication--is
a3 choice that may come to depend chiefly on media capabilities within the
receiving organization. In such an environment it 15 238y to imagine sending
the same electronic dncument to recipients in different organizations by
different media. Second, a similar kind of convergence 1is reported for
1NCOMING COABUNICATIONS 1N SOme organizations. For instance, when a document
arrives via fax or telex, 1t 13 scanned or keyed into a computer for indexing
and copying before being routed to the addressee (with copies to other
cecipients as appropriate); in some systems, this cay be totally transparent
to the user. Handling internal distribution entirely by e-mail (rather than
circulating hard copies) would be a relatively straightforward transition; in
fact, one organization reported 1t has plans for a fax-computer intesface.
In any case, many agencies are making use of computerired procedures to help
track and manage the growing volumm of telex and fax corrospondenco.s

2S. Finally, tere seems to be a shift toward decentralization of electronic
communication regardless of medium. The trend probably reflects decreased
costs of equipment and increased ease of use, resulting in nore widespres.
diffusion of electronic workstation and related technologies along with more
efficient information exchange {(as reprasented both by shorter communicaticon
times and reduced 1i1nteraction costs). And the convergences of electronic
technologies, noted above, can only encourage such change.

26. These performance advantages are, however, accoaspanied Dby records
manageasnt disadvantages, according to agencies now undergoing
decentralization. When coasunications are centralized, outgoing and incoming
electronic docusents can be printed and hard copies can be subjected to
traditional records sanagement methods like any other print material. wWith
e-mai1l--an avenus of ~omsunication that began with decentralized cosputer
use--the implessntation of centralized, paper-like records management
procedures is especially cunbersome; but organizations lack well established
methods and technical solutions for managing decentralized media anc
electronic record material. As telex and fax come to be configured moce like

8 making use of computerized procedures in these ways is an exasple of
automated records sanagesent rather than sanagesent of automated records (see
the Introduction). They result in "hybrid” systems in which electronic and
paper information are parallel to one another; while hard copy resains the
naterial of record, electronic media are used to te its classification,
organization, storage and retrieval. Such hybrids could lead to online
records and electronic archives (e.g., if conversion of slectronically
captured information to paper coses to be seen ay an unnecessary and
burdensone step). At present, however, these systeas mainly sexrve to automate
the sanagesent of paper records.



e-mail, as the technologies themselves converge, and as the volume of
electronic comaunication grows, these 135Ues can only become more salier:.

27. From agencies that contributed open-ended comments on these issues, the
following remarks are illustrative of the congeries of difficulties to which
the new media give rase.

. Telex decentralization is proolematic - unit co-operation 1s needed on
fi1ling systems and authorization procedures.

. £-ma1l rests too much responsibility with end-users. There 18 no
automatic system, 50 there is no proof of decisions taken, no official
records, outside the sender’s/receiver’s personal files or memory.

. Fax 1s movaing toward decentralization, but probleas exist because there
are not enough machines or staff to copy everything and file
tdequately.

A computer system is used for ocutgoing telexes. The computer file
allows for the retrieval of copies by date, to/from fields, and
keywords; this 13 not feasible in paper copy files organized only by
subject and date.

. Computer technology 1S used to manage telex. Since fax 18 still
essentially paper-based, :t does not integrate eas:ly into the new
electronic records management methods that “have been aintroduced for
telex.

® F.x, in the case of text-only documents, is being decentralized for e-
ma1l users; documents with graphics are under central control.

28. Decentralization of information and comaunication tachnologies appears to
be problematic, chiefly because intsllectual control of srecords in the past
has been assoc:iated with physically centralized control of the information
medium itself. To achisve comparable control with decentralized media seenms
to require either saignificantly greater involveament and co-operation from
units of individuals (see first two comments, above) or very costly and
labour-intensive investsents in sorting, classifying, copying, (filing,
indexing and the like (see third comment, above).? These comsents further
make clear that the lack of a record par 88 is not the source of the probles
with dscentralized electronic technologies in general or e-aail ain
particular; rather, it is the lack of shared electrornic classification,
£filing, storage and controlled access and retrieval capabilities.

29. Prinzlly, as the last three remacks above suggest, technology
characteristics themselves have a great des) to do with how records
managesent procedurss are isplesented. While computers are being usefully

9 mnis point is also illustrated by the substantial resources raquired
to maintain centralized control of decentralized registry files, as reported
by one of the visized gites (see below, plus Annex III). That is, IAZA has
a staff of 15 classifiess who work with about 200,000 docusents per year to

achieve this end. See acords <

d ODRSr d _inplene: o i85 8%/078(b, rev. OFf & ROLEO COCEPlete
discussion of intellectual versus physical control and the relation of this
issue to centralized versus decentralized sedia.
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applied to manage paper records created or transmitted by varied glectronic
medis, vendors of office systems have been slow to provide technical support
for the smanagement of electronic records created, transmitted and retained in
that form (e.g., system-level tools for computer-sided retention scheduvling
and disposition mapnagesent, public files with multi-level access to file
folders or documents, and the like).

THE NEWEST MEDIUM: ELECTRONIC MAIL

30. From the 18 responding agencies which have electronic mail, the survay
requested more detailed information. Since this 13 the .aewest electronic
communication medium, there are no well established precedents or norms for
128 use throughout the United Nations systes., Nonetheless, 1ts use 1S
expected to grow rapidly as well as to have some influence on the way telex
and fax communications are carried out. Furthermore, information exchange
via e-mail appears to warrant a managesent approach whose implementation
differs in many respects from the managesent of paper-based communication, as
the previous section of this report i1llustrates.

31, For these reasons, it 1s worth taking a closer look at the experiences of
relatively early adopters of e-mail i1n the United Nations community.

FUNCTIONS

32. Among the 18 agencies using e-mail, 16 indicate that when adopted it was
viewed chiefly as a substitute medium for zessages of an informal nature in
other media, such as the telephone. This remains its sost common function.
However, about half these organizations report that e-mail is now being used
also to circulate draft documents for reviev, send semsoranda, and transfer
data f1les and official documents.

33. Fusthermore, e-88i1]l i1s used O reach a wide range of addressses. The
most common destinations for e-mail are inter-office or inter-organizational;
the medius is used asuch less frequently for intra-office or for
intra-organizational communication {(e.g., communication xith a field office;.

PROCEDURAL RULES

34. Having inquired about the scope and functions of e-mail, the survey
sought next to find out what sorts of procedural rules or specifications, if
any, accospanied its use. It should be noted that these questions did not
impose a definition of "official” (vs. unofficial) or "formal” (vs.
infornal) comsunication; rather, i1t was left to the agency to use its own
organizational definitions for these teras.

35. with respect to distribution routes, three of the 18 agencies reperted
that "official channels” had been defined for communications exchanged by e-
mail. Similarly, only these three agencies had established distinctions
between "official” and "unofficial” saterial sent Dy e-sail. Whaen asked if,
at the point of sending or receiving an electronic sessage, thare were any
organizational criteria for detarmining whether it shouid Le saved, sll but
two responded negatively. In addition, no standard policies were reported
for long ters retention or storage sedia for e-mail in electzonic form. (If

——y
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e-nail messages are retained fc. long tera storage, it is typically in hard
copy.)

CVERSIGHT

36. A thard series of questions to e-mail users concerned how cver<ight
responsibilities for this medium were sllocated within the agency among upper
management, computer Specialists and records managesent specislists. wi:h
respect to technical policy decisions (0.g¢., syste- implesentation or network
architecture), survey responses confirmed that ccsputer staff invariably have
praimary responsibility.

37. It is noteworthy that, in the majority of roporting agenci<s, computer
staff also have chief responsibility for aanagesent policies related to e-
ma1l communications (a4 responsibility sometises shared by top management).
Just three agencies reported that records aanagesent staff have a major role
1n setting policies for the management of e-sail communications; these are
the same organizations which have introduced some explicit rules guiding
their use (see above). Similar patterns of raosponse weres elicited by
questions about the involvement of records sanagesent staff in the control of
e-maxrl documents during the stage of their active life (e.g., while stored,
re-used, forwarded, and so an). To date, however, few organiz.tions perceive
the lack of involvement of records management staff in this sedium as a
problem.

DISCUSSION

38. when most agencies introduced e-mail, it was assused to be a medium like
the telephons and managed accordingly. That is, it was assumed that informal
rather than official information would. in the main, be communicatscd by thas
medium. ° However, its scope and functions expanded so that it 1s often used
to send and receive information that would in any other medium be regarded as
cfficial record saterial. This expansion is likely to continue as more and
more dccuments--both substantive and administrative--are prepared on
computers that are linked to communication networks.

39, But these electronic communications lack the kinds of documentat:on and
control that would routinely be applied to official records :n other media.
In part, this is probably due to the distridbuted nature of end-user cosputing
and electronic mail; other electronic media (0.9., fax and telex) present

% 1t should be underscored that not all agencies made this assusption.
In one agency, for exasple, instructions for e-asil use by explaining
that "it is not a substitute for tm toloﬂsm telex or facsimile, but an
alternate mode of communication.” A secords management professionsal in
ano*her agency pointed out that e-mail often include a mix of
perscnal content and official business; this it difficult to know how
to treat them. One site visit brought to the surface a similar concaern (see
question 3, vienna). That is, if e-mail BesSsages are anal to telephone
conversations, they should be regarded as private (but any official
infornation exchanged ought to be roportod in & semo Of record); if they arce
treated as analogous to other forms of official comsunication, any personal
information they contain would becosme naterial of record (which might be
regarded as an invasion of privacy).

H:*T"‘l’ pn?r'! r“fﬁﬂ g"ﬂ;‘
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records management difficulties when they decentralize, in spite of a prior
tradition of documentation and control. It seems likely that the absence of
formal procedures for e-mail communications, then, 1is also partly a
reflection of the fact that records management staffs have not generally been
involved  in their planning or implementation; this conclusion i1s reanforced
by the presence of formal rules only in organizations where records
management specialists have taken part in e-mail policy making.

40. More typically, computer staff have had the major responsibilities for
making decisions about e-mail use. The resulting policies tend to reflect
technology management concerns more c¢learly than ainformation management
1sSues.

* For ainstance, when queried about retention policies for e-mail, more
than one organization reported that messages on a microcomputer could
be saved indefinitely while those stored on a central minicomputer or
mainframe were not retained so long. This policy reflects the need to
assure availability of shared information storage space but does not
incorporate into retention decision-making other criteria related to
records management needs.

. Another example 15 a policy involving the copying, indexing and filing
of electronic naessages: 1N one agency, messages sent via the local
area network are not regarded as record material and therefore do not
require documentation; but those transmitted via telecommunications
networks are so regarded, and accordingly are copied, indexed and filed
by the one host computer whiCh accesses the external network. This
solution reflects the agency’s current network architecture; thus,
while 1t might address today’'s records management needs 1in the
organization, 1t will not necessarily be effective with other kinds of
communication infrastrictures.

- Similarly, that fax documents with graphics are under centralized
control for e-mail usars in one agency while text-only faxes are not
(see previocus section) 15 an artefact of current technology; the
availability of network standards for graphics transmission would
likely result in the decentralization of all fax communacations in the
organization.

41. As technological barriers to media conversion and full connectivity are
being eliminated, some organizations ard becoming aware of the need to have
records management staff involved in future decision-making about electronic
communicatior. media. As one agency put it, we have ''no organization-wide
informat‘on policy in this area and nz staff to systematically monitor 1t.”
Scme organizations (see site visi.t summaries) are involving computer and
records management staffs jointly in the development of policies to control
electronic records.

TECHNOLOGY ISSUES

42. As the previous secticn points out, electronic medis are providing
opportunities to generate and exchange information in varied new ways.
Making the most effective use of them, however, 18 likely to require
broadened technology policies that support the life cycle of organizational
records; wathout such a perspective, it 15 possible for technical decisions

'y
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taken at one point in time Or in relatiuvn to one information function to
constrain future opportunities.’!

43. Many of these issues are 1 scussed in a separate TP/REM report on
information technoleogy syst. and standards for Uoited Nations
organizations. They also need to pe taken into account as future guidelanes
are developed for electronic archives and records nanaqonent.’z To provide
relevant background material, the survey asked a number of questions about
the kxinds of information technology policies adopted or under consideration
in respondang agencies.

CURRENT TECHNOLOGY POLICIES

44. The survey first inquired about whether there were any organization-wide
policies in four technology areas: hardware, software, storage media, and
network architectures and protocols. As Table 3 (below) indicates, over

Table 3

ESTABLISHMENT OF ORGANIZATION-WIDE TECHNOLOGY POLICIES

Yes NoO
Hardware 19 7
Software 13 13
Storage media 6 20
Network protocols 8 18

70 per cent of the organizations which responded to the survey have
estailished organization-wide hardware policies. Typically these policies
are vendor draven (e.g., a common reply was, "We use only IBM equipment’).
Half the agencies also report orgaraization-wide software policies; these are
focused pramarily on specific, commonly-used applications (e.g., '"We have
standardized on WordPerfect for word processing”). Less than a fourth of the
agencies have made decisions about electronic storage media for .ong term
retention of records; while some are investigating the feasibility of
computer based archives, most agencies at present transfer documents from
disk to hard copy for long term storage.'>

"' ror 8 more complete discussion of this issue, please refer to the
TP/REM report on standards [ACCIS 89/018(c)).

2 for a more adequate explanation of the impact of technology decis:ons
on electronic archives and records management, please refer to the TP/REM
repcrt on recomnended guidelines [ACCIS 89/018(b)).

'3 The use of hard copy fur long term storage is widespread, not only in
the United Nations system but throughout US governaent institutions as well.
This 13 often regarded as a temporary practice while organizations are
investigatiny and assessing ways of making the transition to long term

'S
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45. The survey also established that less than a third of the responding
agencies have adopted an organization-wide policy for network architectures

and protocols, in spite of the fact that almost all (22 of 26) are making use
of telecomsunicatians for transferring slectronic information in socme form.
This diversity 1s particularly problematic for slectronic mail use dbetween
organizations. Among the '8 agencies that have introduced electronic ma:il,
for example, 22 different communication systess wese® found to be in use;
these systems are listed 1n Table 4. Alsost all the organizations using

Table ¢

ZLECTRONIC MAIL SYSTEMS IN USE IN 18 AGENCIES

1CC All-in-1
Profifa The Coordinator
Disoss CICS

WANG Office Honeywell-Bull
BITNET TCN

EARN DATANET
DialCom QuikConm
Tele-mail SPF Mailbox
3J.Coma Mail Echonet

EIES UNINET

MEMO Envoy. 100

elactronic mail report having two or more e-mail systems, with the ICC mail
system in broadest use; it was ment.ocned by 12 of the '8 agencies.

46. Several factors appear to have contraibuted to this diversity. In some
instances, communications software was included with the general offaice
software package chosen (e.g., WANG, All-in-1). In other instances the
communications protocol was supported by the local area network installed
{@.9., The Coordinator) or by the host computer to which the agency already
had access (e.¢., ICC CALL/MAIL). In some Casses, an agency’s dscision to
introduce a particular mail systea reflected the desire to interact with a
group of organizations that uses only ons specific systes for the purpose at
1ssus (0.g., BIES for scientific conferencing). In other cases, a cosmercial
network (8.g., Dialagm) was added to an agency’s repertoire of communication
systems as the most feasible way to exchange information with selected
organizations outside the United Nations comsun,ty. As a result, it 1s
sometimes difficult for information to be exchanged electronically within an
agency between the different comsunication systess it esploys.

§7. Among agencies currently using e-mail, the most important criteris for
choosing their systems concerned internal organizational needs such as costs,
saue of use, and the like. Future adopters of e-msil are giving greater
weight to broader criteria such as the nsed to provide for compatibility and
interconnectivity throughout the United Nations systes, as ioted above. If

electronic storage.

"
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they succeed in establishinj technology policies that meet these criteria,
they msay avoid some of the ccrstraints experienced by earlier e-sail users
who are now trying to adapt their systems to support intra- and
inter-organizational interchange.

EMERGING STANDARDS

i8. To see where future policies might be headed, the survey included a
checklist of nine actual or expected technology standards; they represent
recommendations from the Internstional Standards Organization or other
standard§-se::znq bodies and are defined and explained in other TP/REM
reports. ' These standards are listed in Table S below. Because they are

Table 5

EXISTING OR PROPOSED STANDARDS IN THE SURVEY CHECKLIST

X.400 IRDS
FTAM SGML
ODA/OQDIF CoM

SQL oo} 5

ASN.!

potentially relevant to the integrated sanagesent of electronic records
throughout the United Nations system, TP/REN wanted to find out whether any
of the responding agenc.es have a2dopted them or sre considering them for
adoption. A brief definition accompanied eacn item in the checklist.

49. For all but two items, the dominant Tesponses were 'unxnown’ or "not
applicable.” One exception in the checklist is X.400, a messaje-handling
system that 1s part of the Open Systems Intercon .ction (0SI) suite cf
protocols; it has been adopted as an electronic asil standard by two agencies
and 18 being considered for adoption by another 11 agencies.'’ The other
possibility as an amarging standard is SQL, a "structured Query language”
compraising defainitions and procedures for transferring database Queries

' Terms in the checklist are defined in the Glossary for electronic
records managesent [ACCIS 89/018(a), rev.1)] and discussed in the standards
report [ACCIS 89/018(c)).

'S that organizations have adopted X.400 should not De taken to mean that
they have implemented it, but rather that they intend to do so. Making
currently used mail transport sechanisms X.400-compliant may take some time,
for a number of reasons. First, X.400 i3 itself an e,olving standard.
Second, while some large commercial email services rt X.400, many vendors
of proprietary sail systems have not provided X.400 gateways or bridges
(examples of both are included in Table 4). Pinally, 0SI protocols are only

just ining to be implemented within public domain envizonments (e.g.,
UNIX) and systems (o.g., INTERNET).
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between computers whose software conforms to SQL. This U.S. standard has
been adopted by one agency, while 1! agencies have it under consideration. 5

30. rinally, when asked in termg of general technology areas whers their
organizations were.likely to develop standards-related policies in the near
future, about half the responding agencies targeted electronic mail. The
remsinder 1indicated that technology standards were not currently
cantemplated.

DISCUSSION

51. At present, technology issues pQrL g8 are not salient for agencies
responding to the survey. However, unless they are resolved, such technology
1ssues should be expected to create mounting difficulties as Organizations
come increasingly to depend on electromic anformation and communication
tools.’’ Constraints on information transfer and use posed by hardware- or
software-specific system dependence did not emerge as a 33j0r concern in
surveyed organizations--nor did the absence of policies in these areas.

§2. Storage media decisions are perhaps an sxcsption to thi~ generalization.
Several agencies explicitly regard very long ters restention as a technology
13Sue area in which there are more questions than answers, as the following
sample ~f responses to open-ended questions suggests.

* The organization has Proposals in this ares but would need more people
and more hardware - and specialized software - to carry thea out.

* The organization 5till has to define storage media and indexing
procedures for long term records retention.

* The questicn of spacs and sedius for indefinite preservation of
electronic records 18 unresolved.

53). Network interconnectivity seeas to be another unresolved issue area.
While few agencies exp.ess Serious concerns now, future difficulties are a
likely consequance of the great nuamber of different sail systeass in use by
United Nations organizations. On the other hand, there is evidence that
surveyed agencies are attempting to address this issue. First, a sizeable
proportion of current e-msil users have adopted or are planning to adopt
X.400 as a standard for msessage handling; compliance with this standard is

6 other standards in the checklist are being considered or adopted, but
much less widely among responding agencies. They are:

ASN.1: adopted by 1 agency; undc consideration by 2 agencies.
PTAN: under consideration by 1 agencies.
SGML: undez consideration by 3} agencies.
ODA/ODIFZ: under consideration by J agencies.
pDCY: under consideration by 2 sgencies.

7 ypor support of this conc.mnon. see th. ﬂ/lﬂl nport on iu!omnon
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aized at assuring at least low-level protocol compatidility. Additionally,
one organization reported exprerisenting with gateways between comsercial and
noncomsaercial e-sail systems, Second, future adopters are treating
compatibility and interconnectivity as chief e-mail system requirements,

54. with this in mind, it 13 noteworthy that so little attention 18 being
given to other higher-level standards for electronic information exchange.
Once lower-level protocols have been standardized, higher level problems
(e.g., transferring information in an interpretable and processable form)
will i1nevaitably increase in salience. Organizations should thersfore give
greater attention toO0 emergang ainternational standards for information
interchange in future technology decisaions.

CHALLENGES PRESENTED BY ELECTRONIC MEDIA

S5, Farlier sections of this report provide evidence that slectronic media
ars presenting a variety of challenges for archives and records manageament.
The challenges reflect the fact that United Nations Organizations are making
use of new information media, but i1nformation sanagement policies have not
kept pace with these technological advances.

56. The last part of the survey therefore asked responding agencies what they
see as the most important challenges in the area of electronic records and
archives to be addressed in the near future. It also sought to find out what
guidelines and methods are currently being implesented in these areas.

PRESENT APPROACHES

57. While United Nations oOrganizations are exploring new procedures for
msanaging documents generated and disseminated electronically, present
approaches are often borrowed from other domains or other media. For
instance, three of the 26 surveyed agencies report attemptaing 0 adapt
automatic logging procedures from the electronic data interchange (EDI)
domain for managing electronic docusent exchange. PFour of thes also report
trying to apply machine-readable records sanagesant techniques to the
electronic docusent ares.

58. The major:ty of agencies, bhowsever, have relied on paper-based
methodologies for sanaging electronic records. In practice, this means that
print copies are usually used for indexing and filing purposes. The hard
copy solution is becosing progressively less viable as electronic
communications grow in volume and decentralize and as technological advance
continues.

9. On the other hand, most agencies lack the tise, staff and other rescurces
that would be required to develop new guidelines and methods for managing
electronic records and archives. They expect that eventually coasputer
systems will be designed to support such procedures. In the meantime, 3
number of agencies are looking to other organizations for policies and



examples; several said they expected to follow the direction taken by ICC or
hoped that ACCIS would provide leadership in this area. °

§0. In general, reviewing the practices and standards related to new
:nformation and communication technologies withan United Nations agencies
confirmed the need for a representative technical panel to assess their
.mplications for electronic archives and records management. It also
=:3hlighted the value of beginning now to develop and share policy Juidelines
as orgjanizations confront the many challenges presented by new electronic
~edia.

FUTURE CHALLENGES

51. For convenience, open-erded responses identifying major challenges to be
addressed 1n the near future are organized here into five groups. Many
agencies identified more than one 1mminent problem, and the order in which
~ney are presented should not be taken to represent prevalence or importance.

62. First, new information technologies present a two-fold human resources
challenge. Records management staff are likely to need specialized training
in relation to new electronic aedia; and, according to one agency,
"consciousness raising” will be required to convince the staff of the
possibilities and opportunities for electronic archives. Additionally,
awareness and training programses are likely to be needed for end-usecrs of
electronic media. Five agencies are already engaged i1n i1dentifying such
human resource i1ssues and requirements.

63. Second, several organizations cited challenges specifically linked to the
new electronic media themselvaes. One, for instance, mentioned the problem of
establishing clearance, i1ndexing, and control procedures for electronic ma:l
communications. Ano.her singled out the challenge of introducing new image
orocessing technology into the electronic archives and records management
area. More generally, a third agency summed it up as "scheduling, appraisal
and retention of electronic archive material: who, when, how?”

64. If managing new media by themselves is problematic, their integrat:ionr
71th existing records and archives to form i1 cosprehensive system 1S
rerceived as even more challenging by sose organiiations. Under thas rubric,
for instance, one agency aimed at handling "mixed media cecords” with
registry files that include both paper-based and electronic docusents.
Another is experimenting with combined procedures for managing information
exchange by e-mail, telex, fax, post and courier. Such i1ssues are viewed as
important and unavoidable; conversion to & single mnedius !o: :ocords
retention purposes was not regarded as a viable long ters stratoqy

'S TP/REM activities reflect an ACCIS interest in meeting this need.
Morsover, several United Nations organizations are already responding to these
chal.i.ages with innovative management approaches. Site visits were carried
out with scae of them and reported here to provide illustrative examples.

'? Challenges of this sort are disculud under the hesdisg of " nixcd

systeas” in Ela 2 IGQLGR O L (%5t
w,;m by, :w.i)). Hix g ultm are systm vhxch
consist of eliectronic datahuu supplessented by manual files, or of paper-
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§5. Most organizations, however, believe that new technology should be seen
as part of the solution and not just as the problem. Use of computer based
capabilities to control electronic records and archives--including support
for administration and managesent, indexing procedures, finding aids,
easy-to-use query languages, and the like--vas i1dentified as a key challenge
by most agencies responding to the survey. AS noted earlier, some have
already introduced computer support for telex records managesment.

66. Finally, faced with new medi1a and new methodologies for their managesent,
some agencies view the implementation process itself as a noteworthy
challenge. In thas area, for instance, one agency raised the issue of
maintaining a centrally controlled "registry” of electronic communications
sent and received 1n a decentralized environaent. Another caited the
challenge of devising an evolutionary strategy for soving from conventional
to new systems of records.

67. In summary, at least half the agencies responding to the survey singled
out major challenges emerging in relation to slecCtronic records sanagesent
that are directly subsumed by the terms of reference of TP/REM. These
agency-generated i1ssues, tcgether with data described in previous sections of
this report, suggest that exploratory work toward the developmsent of
guidelines for electronic records management and related technology standards
may help United Nations organizations cope with the new information
environment.

based systeas partially converted to electronic systeas, so that the two
together cosprise a continuous series. Such sixed-sedia systems should not
be confused with the hybrids described earlier (see note 8), where the systes
of records is maintained entirely on paper, but its organization and
management 1s supported by computer.

2
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RESPONDING T0 THE CMALLENGES:
EXAMPLES FROM UNITED NATIONS ORCANIZATIONS

58. As explained in the Procedures section above, open-ended responses to
survey questions indicated that several United Nations organizations are
already involved in planning or iaplementing policies and procedures which
address some of these challenges. TP/REN believed that site visits in some
of these organizations could provide a valuadble supplement to the survey data
obtained. Information gathered i1n this way would be illustrative of
electroni¢ records management problems and solutions within an integrating
organizational context, potentially y:,&dtnq helpful exanples to other
agencies coping with similar challenges. In retusm, TP/REM site visitors
«“ould be able to brief the participating organizations on its charge, its
work, and 1ts future products.

69. On the basis of the sSurvey material, TP/REN identified at least eight
agencies which had well-established records managesent programses and which
~@T® taking critical steps toward the inclusion of new electronic media withan
them. The goal was to visit at least two organizations which were not in the
same location and whaich were not in locations readily accessible to TP/REM in
the course of its work {i1.8., not in GCeneva, New York or Washington DC); on
the other hand, the site visits had to be feasible within TP/RENM's schedule,
budget, and staffing constraints. Most importantly, the sites had to be
willing to be visited and described.

70. wWith these criteria in mind, TP/REM selected Vienna and Rose as the
locations to be visited. The ACCIS Secretariat, working with a contact person
in each city, i1nitiated arrangements for the site visits, which were conducted
early in 1989. A description of these procedures and an overview of the
organizations visited follows.

SITE VISIT ARRANGEMENTS

7. In Vienna, the focus of the on-site visit was the IAEA, although
discussions were also held wilh staff from UNIDO and UNOV. The ACCIS
Secretariat contacted Mxr. V. Dragulev, Director of the IAEA Data Centre, and
requested that he organize the visit to that location. Mr. Dragulev set up
a two-day schedule of neetings, including both individual interviews and
plenary sessions, with key people. In addition to Mr. Dragulev, discussions
wer® held with Mr. D. MclLachlan, Mr. K. Bittner, and Mr. D, Zaller of IAEFA,
and with Mr. Stefano and Mr. H. Marin-Guzman of UNIDO; Mr. Yeod of UNOV
attended the joint meating. Joint seetings j...ided the occasion for briefing

? 1t should be esphasized that orocedurss being planned or tried within
visited sites should be taken as illustrative only. It is not the intent of
TP/REM tO suggest that other agencies could or should follow these examples.
Rather, the establishment of satisfactory sethods for electronic records and
archives zana t is quite closely linked to an organization’s structure,
missions, information needs, and related resources. Comparing and
contrasting approaches to electronic media in different organizational
cg:;.:au sight suggest alternative ways to think about sanaging the
C .ﬂm.
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vienna-based agencies on TP/REN tasks and r&portl, while individual interviews
generatad the nsaterial suamarired below.

72. The visit to Rome was acranged in co-operatior with ACCIS by Mr. R.
Castelo, Records Management and Communications Officer of IFAD and associate
nember of TP/REM. In addition to IFAD, discussions wers set up with WFP, FAO
and WrC (although the time available with WFC was very limited). Whale a joint
session was not feasible, individual agency meetings allowed an opportunity
both for briefing the Rome-based agencies and for collecting information from
them. At IFAD, meetings were held with Mr. Castelo and with the Records and
Communication$ Assistant, Mr. N. Gentile. At WFP, the Computer Operations
Manager, Mr. E. Lorenzoni, and the Telex Supecrvisor participated. At FAO,
discussions were arranged with Mr. A. Christoforides, Office Automation
Officer in the Computer Services Centre, with Mr. S. Mountain, Telex
Supervisor., the Electronic Mail Manager, Mr. K. Mead and, individually, the
Archivist, Mr. S. Salv:. Joining in the_PAO meeting was Ms. S.
Moraleda-Dragotto. Registry Supervisor for WrcC.

RGAN \'2

73. The IAEA maintains a centralized registry system, with physical custody
and control of the records themselves decentralized in the various sections
and departments. The organizaticnal unit responsible for this programme 1s
the Records and Communications Section {RCS). RCS manages all official
records of IAEA, including those in electronic form, and provides
telecommunication services for all of the IAEA. As the organizational charts
in Annex III show, RCS 1s part of General Services within the Departszaen: of
Administration. All data processing activities, including office sutcsation,
fall within the Data Centre which is part of Scientific and Technical
Information within the Department of Nuclear Energy and Safety. It should be
noted that the Data Centre provides a technical support service, unlike RCS
which provides management support. (Annex III also includes an organization
chart specafically for RCS.)

74. Each of the agencies studied in Rome (IFAD, WFP, FAO) 1s organized
differently; simplified organization charts for the three are provided 1in
Annex IV. In general, registry, telex, and fax services are located in a
records and communications unit in an administrative services division, while
computer sServices sre i1n a managessnt or a sanagesent information services
divasion. In IFAD and FAO, these divisions report to the same department; 1.
WFP, the organization chart lines seet only at the top.

75. These ovesrviews, along with the annexed organizational information, afford
a context for interpreting answers to the major questions around which the
site visits were designed. Differing organizational structures msay be
associated with differer” records sanagesent policies or with varying
approsches to their isplesentation. To facilitate comparisons and contrasts,
the 10 site visit questions are reproduced below, with responses suamarized
by location under each.

2! The site visit to Vienns was contucted by Mr. Brian Denton, Chief of
Communications and Files of ILO (TP/REM member), and Mr. Charles Dollar,
Deputy Director of Archival Research and Evaluation of the U.S. National
Archives and Records Administration (TP/REM consultant).

2 the site visit to Rome was conducted by Ms. Liisa Fagerlund, Head,
Records Management Services, WHO (TP/REM meaber).

26
187 COPY AVAILABLE



2

I. WHA

v TI0

T MAIN TYPES QOF INFORMATION ARE SEEN AS "QFPICIAL"?

vienna:

IAEA maintains two post office boxes, one for purely private
information and the other for official information. The latter
13 not limated to media type or format. It is any comsunication
which relates to official activities of the IABA. Under these
guidelines, sven what some might call "informal” communications
would be considered official and should be cleared through che

registry.

As noted earlier, IXEA has a highlv centralized registry system
for controlling official communications. Except for e-mail, all
incoming and outgoiag comwnication® are handled the same way
without regard to method of transmission. Plans are now being
discussed whereby e-mail will also be brought under this registry
control system.

IAEA'Ss definition of record material 1s broad: it 13 any
communication involving activities of the agency. Telex and fax
communicatinng are treated as any other coasunication; their
~anagesent 13 facilitated by the fact that RCS also has the
responsibility for providing telex and fax services for the
entire organization. The definition includes telephone calls as
well; agency smployees are supposed to prepare an abstract of any
official telephone communication and send 1t to RCS {although few
are, i1n fact, sant). Given this definition, RCS staff believe
that e-mail can be placed under the same guidelines and
regulations which govern fax, telex, and telephone conversations.

At IFAD, all mail, unless personal and private, is considered
official. Substantive records are amicrofilsed and sntered into
an autosatad sysces; official records not of a substantive nature
are gaiven a low retention period. For project files, low
retention matecsial 13 filed separately froa long retention
material.

At PAO a distinction is nmade between - “‘icial and unofficial
records. Telex coamunications asre cons Jued official because
the hard copy is signed and suthorized. At preent, most e-mail
is considered unofficial. The question is posed as to whether
sending from a director’ account will qualify a sessage as
official, that is, whether the password will be accedted as
equivalent to an electronic signature. There is currently an e-
mail pilot project which will pose this question as a managesent
decision.

D
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II. HOW IS ELECTRONIC INFORMATION SUCH AS TELEX, FAX, E-MAIL, MANAGED?

vienna:

IAEA does not have different approaches for paper and electronic
communications. The key questions ».@ whether the comaunication
involves official activity and wnether it is substantive. All
official substant;ve incoming and cutgoing comsunications (telex,
fax, and regular mail) pass through RCS before being forwarded to
the appropriate Action officer or sent outside the IAEA. RCS
handles all classification, indexing and microfilming activities
to ensure unifors managemen” of records regardless of medium
{(with sone except.ons for e-mail, as indizatad below).

Resuiting index information 1s entered into the RCS Information
Retrieval Systes database. quently the function or activaty
of a file cuts across two o1 ..e offices, with the result that
no single office has a "complete” file. However, the RCS
Information Retriuval System contains all citations to a given
function or activity without regard 7o which department handled
particular communications, providing an in.egrated index.

It should be noted that telexes produced on a word processor are
delivered as hard copy to RCS, where they are re-keyed. The same
thing applies to fax messages, sxcept they are scanned for input.
(RCS intends to eliminate this duplication of ainput.)
Subsequently telex and fax communications are indexed the same as
other comsunicaticns. Currently, e-mail cossunicaticns (e.9.,
via BITNET) may completely bypiss RCS. However, discussicns are
underway with IAEA's Data Centre to guarantee that RCS receives
a c-py of every e-mail communication both within and outside the
organization. Plans call for crestion of an electronic mailbox
at RCS which will automatically receive a copy of all messages.
RCS would then handle the messages as they now handle all other
incoming and outgoing communaications.

At present, e-mail communicaticns {(incoming and outgoing) are
indexed only 1f a paper copy 18 sent to RCS; and RCS retsins only
the microfila copy. The planned electroric mailbox will enable
all substantive official e-nail communications to be indexed and
retained. In the short run, RCS probably will continue to sake
microfilas copies (even of official e-mail). In the long run,
optical digital d.sc storage technology may eventually replace
microfile as tha rediun for long term storage.

In IPAD the Records and Communications Unit has responsibility
for the centralized registry, telex, fax, and for external
electronic mail using the ICC. Paper files are physically
centralized and controlled except for about 13 per cent of files
relating to adainistration. dutgoing telex and fax
communications are prepared on WANG word processing workstations
and sent in hard copy wath authorizing signature and WP docusent
nuaber to Registry where the WP docusent is numbered and
automatically transmitted and the hard copy filed. Incoming
telex and fax nessages are fully sanual and routed by Registry to
offices before filing in official files. Internal e-mail uses
WANG Office and is managed by the Computer Services staff with no
ceantral responsibility for document sanagesent.
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In FAO each division has its own registry; active files are kept
in the divisions and technical superv:sion 18 provided by a
central archives and records unit whi * 18 also responsible for
inactive files. Divisions prepare a L. tiple-copy set of telex
and fax coapunications which 13 sent to the Communications
Operations uftit (cable room) where the message 1s read into an
OCR reader, dispatched, and a hard copy sent to the unit Registry
for filing. External e-mail 18 through the 1ICC and
packet-swi*ching networks; internal e-mail employs VAX computers,
All-in-One software, and PC and DEC MATE workstations.

For WFP, there is a registry service (although the degree of
centralization of paper files that exisis i1n the organization was
not ascertained). There 13 a centralized telex service using an
OCR reader after signatures have been checked, and a partially
deceritralized fax service. Incoming telsx and fax szessages pass
through the registry for distribution, E-ma1l 18 provaided
through ICC Call/Mail which 13 accessed by Norsk Data terminals.

III. WHO APPRAISES ELECTRONIC INFORMATION AND WMEN IS IT DONE?
Vienna:

Currently, action officers determine what are substantive
cutgoing paper communications prior to sending them to RCS for
dispatch. However, RCS staff do reviev these determinations
durang classification and :indexing. All incoming official
communications are reviewed by RCS staff who identify those which
are substentive. There 18 no difference in the way paper, telex,
and fax cummunications are handled in this regard. At this
point, there are no provisions for RCS retention of electronic
records. This 1s left to the individual offices concerned.
However, RCS clearly expects this policy to change as optacal
digatal storage media become more available. PFurthermore, a 1986
Cffice Aviomation Strategy Paper called for the Coaputer Section
and RCS to conduct a joint study of the feasibility of electronic
storage and retrieval of records.

Rome:

For the most part, telex and fax cossunications are zanaged :n
the saxse way as paper communications, with the file copy oftem
being in hard copy fors. At IFAD, sach document assigned to a
file is assigned by tha autosmated system the retention period
established for the file. Users of ICC Call/Mail are usually
given individual responsibility for msanaging their own sessages,
although FAO assigns disk quotas and pecriodically urges users to
clean up their disks, and WFP encourages users to keep BessAges
no sore than 2 years. Users of WANG Office at IFAD and of
All-in-One at FAO make their own decisions as to archiving.

Iv. FOR ELECTRONIC MAIL, DOES/WILL IT DIFFER FRON TELEX AND FAX IN RELATION
TO APPRAISAL, STORAGE MEDIA, AND STORAGE PROCEDURES?
Vienna:

As noted previously, hov e-m2ail is or will be handled should not

aiffer substentislly from the way that fax and paper-based
coamunications are handled. The RCS staff believe that the
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Rose:

records managjement requlations in place provide an adequate
uahrella for electronic records. This umbrella includes
indexing, appraisal, end retention, although retention in
electronic foram is not now available. RCS supports access to an
electronic index through the Information Retrieval System. The
storage medium makes no difference to this index, because it
simply points to the locationi(s) of the particular docusents.
This will change, however, when electronic documents are actually
retained because the retrieval system will have to generate a
list of "hits” from whiCh actual documents could be retrieved.

At IFAD, external e-mdil will be managed according to the sane
pranciples as for other official mail, including requiring
authorizing signatures bafore dispatch. At FAO, the preparation
and dispatch of tslsx messages is in the process of beang
automated; however, thers is no plan to link e-aail and telex
dispatching.
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V. HAS E-MAIL RAISED QUESTIONS OR SPECIAL PROBLEMS THAT DO NOT OCCUR WITH
OTHER MEDIA?

Vianna:

Rome:

IAEA and RCS are just beginning to explore the implications of
the use of e-mail. It is seen as a problem which can be dealt
with using existing regulations. However, one gquestion that
energed about e-mail was how it may differ ‘roa telephone
communication. Even when a ‘elephone conversation involves
official business, the general view i1s that it is private and no
one should eavesdrop on the conversation. A semo of record sight
be wraitten about the conversation, but the sntirety of the
conversation would not exist. However, if e-mail 13 treated as
any other form of official communication, the argusment could be
made that this is an invasaion of personal privacy.

FAO noted that with e-mail it is up to the user to detersine how
and if a message is archived and how it can be retrieved. This
lends a personal character to the sedius., WwWith the present
thinking, for a message to be official, the e-mail message would
have to be printed and signed. A request received through e-mail
would have to be followed by an official request, stamped by the
Registsy. WFP also noted that the characteristic of decisions
being "up to the user” made the sanagesent of e-smail different
fros other aedia.

VI. HOW HAS THE TRAINING AND INTEGRATION OF FUNCTIONS BETWEEN DATA PROCESSING
AND RECORDS MANAGEMENT STAFrS BEEN HANDLED AND HOW WELL DOES IT WORK?

Vienna:

IAZA has a Computer Management Group maCs up of senior sansgers
who recommend automation policy for the entire organization.
Both the Director of the Data Centre and the Head of RCS belong
to this group. Thus, there i1s cossunication between data
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processing ard records management at this .evel. Equally
important 1s the co-operation between RCS staff and the Office
Automation Staff. Regular seetings are held to discuss topics of
mutual concern. In the process, both staffs learn each other's
programmes.

System specifications (i.e., hardware and software) and
i7plementation have largely been left to the Computer Section.
This should be gualified by noting the considerabls informal
COmMUNiCation between the two staffs. End-user support generally
15 handled by the Office Automation Staff. However, the records
management guidelines and requlations that RCS has issued are
made availabls to every staff nmember. Further, the highly
concentrated and centralized approach to records management
involves key members of the two staffs in daily contact. Thus,
office automation staff already are very auch sensitized to
records management i1ssues and concerns; RCS believes that this
1s the basis upon which to build sensitivity programmes and
procedures for electronic records.

Rome@:

At IFAD, the head of the Records and Commurications Unit, Mr. R.
Castelo. 1s 38 qualified data processing professional and has in
fact accepted 3 new post 1n the Computer Services area. His
personal expertise has facilitated the developsent of an
automated records manageent system and the introduction of e-
mail. He has been responsible for training the Records and
Communications Assaistart. There has been no special training for
Jata processing professional staff, although Mr., Castelo’s move
to Computer Services will result ain the inclusion of records
management principles in the development of MIS programmes.

At FAO, secretaries receive traxin.ng in word processing and telex
preparation, but records sanagement staff have had no specific
computer training. DP staff are expected to follow records
management procedures where relevant for nmanaging computer
cecords. For exasple, the VAX manager uses Registry file codes
in astablishing »-mail files for an e-mail pilot project.

VIT. WHAT WAS THE TRANSITION TO AN ELECTRONIC RECORDS ENVIRONMENT LIKE?
Vienna:

IAZA is on the brink of having a full electronic records
snvironaent. Thus, little can be said as yet about the
transition. What say be smore instructive is how RCS impleaented
centralized sanagesent of records managesent. The very high
degree of centralized managesent and office ccapliance is the
result of a carefully thought out strategic¢ policy and the
availability of husan resources. The strategic policy, in
essence, was to ensure that each office coaplied with records
managesent guidelines by physically reasranging paper-based
office files. This required almost two years and considerable
staff resources. However, from RCS's point of view this was a
worthwhile investaent since it established a unifors filing or
classification systeas that is saintainad by RCS, The indexing
and retrieval functions of the Informaticn Retrisval Systes
ensure that specific docusents can be located very gquickly.
Thus, RCS provides an important service to offices when docusents
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Rose:

are nisfiled or misplaced. This service aspect probably is the
single =most imsportant feature of the RCS programme which has
contributed to its success.

At IFAD, the transition to the electronic records environment has
been seen as the development and adoption of an automated systes
for managing correspondence: classification, distributaion,
dispositiocn, retrieval. The impetus for the transition was
managesent identification of a need to improve retrieval of
Registry information. The Records Managesent System development
was discussed by senior managsment and approved by the President.
IFAD reports that the transition required changing of procedures
and ways of working both within Records Managesent units and
units served. This has proved beneficial, but has required a
good deal of convincing and demonstration of benefits before
these changes could be effected. The isplesentation of a
correspondence tracking facility in connection with the Records
Management System was an important motivation factor.

FAO feels the question 1s premature as the transition 1§ just
beginning. At WFP the transition 18 a gradual one with no one
being pushed--and, :1n fact, the opinion was stated that from a
Registry point of view, there has not been a transition. fFor
those staff members who have found e-mail useful; however, i1t has
changed their way of working.
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VIII. WHAT ARE FUTURE PLANS? EXPANSION OF COMPUTER CAPABILITIES? STANDARDS?

Vienna:

IAZA has adopted an Otfice Automation Strategy (see Annex III)
which clearly links office automation to RCS goals and
objectives. Office automation increasingly will place PCs in :he
hands of end-users-~-approximately 90 percent of the staff--over
the next several years. The plan to make RCS a kind of "copy"
corporate "mailbox” for sll electronic mail, iacoming as well as
outgoing, will go a long way toward ensuring that archives and
records managesent concerns will be addressed at the highest
levels within IAEA.

RCS and Data Centre staff are very interssted in TP/RENM'S
strategic guideiines report as well as its standards report. The
latter, they believe, will be very helpful as thsy consider
softwvare and hardware slternatives. Standards are particularly
isportant for RCS with the sove toward retantion of records in
electronic form. The greatest level of intereat now is ain the
OsxogstcrtnCO Model and the Message Handling Service (MHS) of
X.400.

At IFAD the next step is tO extend the use of the autosated
records sanagesent systes to staff outside of Registry so that
the retrieval aspects of the systes will be available to offices.
This will imply a certain decentralization of retrieval
activities, but will involve no organizational changes. {The
Records Management Systea manual and training saterial are
attached in Annex 1IV.)
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At FAQ the automation of the telex process is being tested and is
nearly ready for implementation {Management Report attached).
Although archiving will be done electronically, hard copies will
still be filed pending development of an electronic system Dby
Registry. FAOQ does foresee organizational changes. They are not
planning to move telex to Office Autonition at the momant because
they do nct wish to mix operations and technical issues.
Hewever, ccmmunications programmes, including Registry, are
movang in the direction of 0ffice Automation.

WFP hopes to establish a PBX system which would incorporate
telephone, telex, and office support functions. This would move
telex under the Management Services umbrella organizationally,
but no thought has been given t¢ computerizing Raqistry. WFP
sees a definite need for standards, especially document
interchange standards. They are currently usirg a so>ftware
package called Alladin which translates between word processing
packages. The many Jiffarent software packages i1n use continue
t0 be a sericus problea for thea.

IX. WHO PAYS FOR ELECTRONIC RECORDS MANAGEMENT?
vienna:

No one pays as such for telephone, mail service, or the current
records management pProgramme. These activities asce considered
part of the overhead cost of running the agency. Electronic
records managsment 15 liaely to be considered in the same light.
Generally, the procurement of new PCs i1s funded out of the Cata
Centre budget so the cost of PCs is not charged by particular
offices. The only chargeback now in effect involves telex, faa,
«nd special messenger services.

Rome:

IFAD records statistics on expenditures by department, but there
18 no charge back of expenditures. FAO has a charge-back systea
for telex, facsimile, and external e-mail, but not for internal
e-mail. WFP does not charge back for storage or other ICC
S@rvices because all billing 13 in one account.

X. DOES THE SITE HAVE ANY ADVICE FOR THOSE WHO WILL BE MOVING INTO ELECTRONIC
RECORDS/E-MAIL IN THE NEAR FUTURE?

vienna:

Close co-operation between records sanagesent staff and data
centre staff is essential. In the case of the IAEA, close co-
ordination between RCS and the Data Centre Staff proved vital in
ensuring that e-a3il produced on individual PCs can be captured.
It was what led to the decision to implement software that will
autosatically copy each piece of e-mail and place it in RCS's
"corporate” electronic mail box.

From the viewpoint of RCS, a heavy staf! investssnt nade in
standardizing departmental filing systems is equally critical.
RCS staff spent almost three years reorganizing departmental
files to reflect the new filing scheme. Although this -nvolved




a substantial commitmant of RCS staff resources, it established
a platform of records commonality that is essential to any
automsation project. In other words, RCS elected to totally
reconstruct corporate and departmental filing systess and then
autorate the pev filing systems. RCS believes that overlaying
autumation on cuabersome, inefficient, and contradictory filing
systems is a guaranteed recipe for failure.

ITAD pointed out that training is an important coaponent and
should not be neglected. The organization would also like to see
more sharing of information between United Nations organizations.
In an electronic environment codifiers require a higher grade
than their counterparts working in manual systess.

WFP recommended that, if an organization has an interest in
keeping track of e-mail messages, an automatic systes should be
devised rather than counting on the users to index and file
messages. The usefulness of storing information in Registry was
questioned, altnough WFP felt that an optical disc systes which
stored the current six months of messages online shov’ - be
investigated.
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Fconomic and S
EconomiC and S
Economac Comm:
Economic Commi
Economic Commy
Food and Agriculture Organization of the United Nations (FAQ)
General Agreement on Tariffs and Trade (GATT)

International
International
International
International
International
International

United
Jnited
United
United
United
United
United
United
United

Nations
Nations
Nations
Nations
Nations
Nations
Nations
Nations
Nations

_ ANNEX II
LIST OF AGENCl1 3 RESPONDING TO TP/REM SURVEY

ocial Commission for As:a and the Pacific (ESCAP)
oci1al Commission for Western Asia (ESCWA)

ssion for Africa (ECA)

ssion for Europe :ECE)

ssion for Latin America and the Caribbean (ECLAC)

Atomic Energy Agency (IAEA)

Civil Aviation Organization (ICAO

Fund for Agracultural Development (IFAD)
Labour Organisation {IL0O)

Monetary Fund (IMF)

Trade Centre UNCTAD/GATT (ITC)

Centre for Human Settlements (Habitat) (UNCHS)

Childgen’s Fund (UNICEF)

Development Programme {(UNDP)

Educational, Scientific and Cultural Organization 1UNESCO
Environment Programme ( UNEP)

Industrial DPevelopment Organization (UNIDO)

Research Institute for Social Development (UNRISD)
University (UNU)

Wworld Bank/International Finance Corporation
world Food Council (WFC)

world Food Programme (WFP)

Wworld Health Organization (WHO)

Wworid Intellectual Property Organization (WIPO)
dorld Meteorological Organization (wWMO)



